WH®OPMALIMOHHAS TIAMSITKA
JUISI OBYYAIOIIAXCSA JJIS PASMEIIEHHUS
HA OPHUINAJIBLHBIX UHTEPHET-PECYPCAX

C KaxIbIM TOJIOM MOJIOJIC)KU B HHTEPHETE CTAaHOBUTHCS OOJblIe, a
IIKOJIbHUKU OJHU M3 CaMbIX AaKTUBHBIX IOJb30Baresie PyHera. Mexny Ttewm,
MIOMUMO OTPOMHOI0 KOJIMYECTBA BO3MOXXHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
DTa naMATKa JOKHA IMOMOYb TeOe 0€30IacHO HaXOIUTLCS B CETH.

KomnbrorepHbie BUPYChI

KomnploTepHBId BUPYC - 3TO Pa3HOBUAHOCTh KOMITBIOTEPHBIX IPOrPAMM,
OTJIMYUTENILHON 0COOEHHOCTHIO KOTOPOIl SIBISETCS CIOCOOHOCTh K Pa3MHOXKEHHUIO.
B pgononHeHue k 3TOMY, BUPYChl MOTYT MOBPEIUTh WM MOJHOCTbIO YHUUTOXKUTh
Bce (haiiyIbl M JaHHBIC, TIOJKOHTPOJIBHBIE MTOIH30BATEII0, OT HMEHU KOTOPOTO Oblia
3amyllleHa 3apa)X€HHasi IporpaMMma, a TakyKe MOBPEIUTh WIM JaKE€ YHUUTOXHUTh
ONEpPaLlMOHHYIO0 CHCTEMY CO BceMH (haiiyjamMu B LeJOM. B OOJNBIIMHCTBE ClydyaeB
pacnpoCTPaHAIOTCS BUPYCHI UePE3 UHTEPHET.

MCTOI[BI 3alIUTBI OT BpSCAOHOCHBIX ITPOTpaMM:

1. Mcnionb3yii COBpeMEHHBIE ONEPaIlMOHHBIE CUCTEMbI, UMEIOIINE CEPbE3HBIN
YPOBEHbB 3AIIUTHI OT BPEAOHOCHBIX ITPOrPaMM;

2. IlocrossHHO YycTaHaBnuBail mayTH (UUQPPOBBIE 3aMJIATKH, KOTOPHIE
ABTOMATHUYECKH YCTAaHABIUBAIOTCS C IIEJIbIO0 JOPAOOTKH MPOrpaMMbl) U JpyTHe
OOHOBJICHHSI CBOEHW omepanuoHHON cuctembl. CkauWBail HX TOJNBKO C
opurmanpHOoro  caiita  paspaborumka OC. Eciu  cymecTByeT  pexum
ABTOMATHYE€CKOr0 OOHOBIICHUS, BKIIFOUH €T0;

3. Pabotaii Ha cBOeM KOMIIBIOTEpE TMOJ| TpaBaMH TIOJH30BATENs, a HE
aIMUHUCTpAaTOpa. ITO HE TMO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX MPOrPaMM
MHCTAJUIMPOBATHCSI HA TBOEM IIEPCOHAIBHOM KOMITBIOTEPE;

4. Hcnonmp3ydi aHTUBHPYCHBIC IPOTPAMMHBIC TPOIYKTHI  M3BECTHBIX
IPOU3BOUTENCH, C aBTOMAaTUYECKUM OOHOBJICHUEM 0as3;

5. OrpaHI/I‘IB (1)I/IBI/I‘I€CKI/Iﬁ AOCTYII K KOMIIBIOTEPY AJI MIOCTOPOHHUX JIMUIT;

6. Ucnonb3yil BHENIHUE HOCUTENM MH(POpPMalMU, TaKUe Kak (QUiellKa, UCK
WK (Qailn U3 UHTEpHETa, TOJBKO U3 POBEPEHHBIX UCTOYHUKOB;

7. He oOTKpbIBall KOMIIBIOTEpHBIE (Daiijibl, MOJYYEHHbIE M3 HEHAIEKHBIX
MCTOYHUKOB. Jlaxke Te (ailnibl, KOTOpbIE IpHUCal TBOW 3HAKOMbIH. Jlydle yTouHH y
HETO0, OTIPABJISUI JIU OH TE€0E HX.

Ceru WI-FI



Wi-Fi - 510 He BUJ mepenayn TaHHBIX, HE TEXHOJOTHS, a BCETO JIMIIb OpPEHI,
Mapka. Eme B 1991 romy HumepiaHiackas KOMIAHUS 3aperucTpupoBaia OpeH.
«WECA», uto o6o3nagano crnoBocodyeranue «Wireless Fidelity», kotopsrii
MIEPEBOIUTCS KaK «OECIIPOBOTHAS TOUHOCTHY.

Jlo Hamiero BpeMeHH JoluIa Apyras abOopeBuaTypa, KOTopas sSBISETCS TaKOU
xKe TexHonoruei. Jto abOpeBmarypa «Wi-Fi». Takoe Ha3Banme ObUIO JaHO C
HAMEKOM Ha CTaHJapT BbICIIEH 3ByKoBoi TexHuku Hi-Fi, uto B mepeBone o3Hauaet
«BBICOKAsI TOYHOCTB.

Jla, OecrimaTHBIA WHTEPHET-IOCTYIN B Kade, OTeNsIX U a’ponopTax SBISETCS
OTJIIMYHON BO3MOXKHOCTBIO BBIXOJ]a B MHTEpHET. HO MHOTHE SKCIIepPThl CYUTAOT, YTO
obmenoctynusie Wi-Fi cetn He SBISIOTCST O€30TTaCHBIMH.

CoBeTbl 10 6€30MaCHOCTH pabOTHI B 00IIEOCTYHBIX ceTax Wi-fi:

1. He nmepenaraii cBoro Jimunyo uHbopmalyoo yepe3 oodmenoctynubie Wi-Fi
cet. PaboTast B HUX, JKeJIaTeIbHO HE BBOJIUTH MAPOJIH AOCTYTIA, JIOTUHBI U KaKue-
TO HOMEDA,

2. Ucnonb3yit © OOHOBISIH aHTUBUPYCHBIE MPOrpaMMmbl U OpanaMayep. Tem
caMbIM Thl 00€301acuIllb ce0s OT 3aKa4KH BUpPYCa Ha TBOE YCTPOICTBO;

3. IIpu ucnonbzoBanuu Wi-Fi oTkimtoun pyHkuio «O0muil 1octyn K ¢aitinam
U npuHTepam». JlaHHas QYyHKIMS 3aKphITa MO YMOJYaHHUIO, OAHAKO HEKOTOphIE
[10JIb30BaTEIN AKTUBUPYIOT €€ JJIs1 y00CTBa UCII0JIb30BaHuUs B paboTe Win y4deoe;

4. He wucnonws3yét nyOnuunsii WI-FI ans mepemaud JUYHBIX JTaHHBIX,
HaIrpuMep IS BBIXO/A B COLIMAIBHBIE CETH WJIU B JICKTPOHHYIO MOYTY;

5. Wcnonb3yit Tonbko 3amuiieHHoe coeannHenue uepe3 HTTPS, a ne HTTP,
T.€. IIpu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOunpHOM Tenedone otkmoun (ynknmio «[lomkmouenue xk Wi-Fi
aBTOMarnyeckn». He nomyckail aBTOMaTMYECKOro MOJKIIOYEHUS YCTPOMCTBA K
cetaMm Wi-Fi 6e3 TBoero cormacus.

ConmnajbHbie CeTH

CoruanbHbIC CETH aKTUBHO BXOST B HAITy KU3HB, MHOTHE JIFOAU PaOOTAIOT U
KUBYT TaM TIOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MHJUTHAP]] YCIOBEK,
YTO SIBJISICTCS OJHOW CEAbMOMN BCEX KHUTENEH TUIaHeThl. MHOTHE MOJIb30BaTelid HE
MOHUMAIOT, YTO HMH(OpMaIKs, pa3MeIIeHHAass UMH B COITMAIBHBIX CETAX, MOMKET
ObITh HaliJlecHa U HCIOJb30BaHA KEM YIOAHO, B TOM YHCIIE HE 00s3aTeNbHO C
OaruMu HaMepEeHUSIMH.

OcHOBHBIC COBETEHI ITO0 0€30ITaCHOCTH B COIIMAJIBHBIX CCTAX:

1. Orpannyb cnucok Apy3ei. Y TeOsi B APy3baX HE JOJHKHO OBITh CIIyYalHBIX



Y1 HE3HAKOMBIX JIIOJICH

2. 3amminaii CBO0 YacTHYIO ku3Hb. He yka3biBail maposu, TenedoHsl, aapeca,
JaTy TBOETO POXICHUS W JAPYTYI0 JTUYHYIO HH(POPMAIUIO. 3JI0YMBIILICHHUKH
MOTYT HCIIOJIb30BaTh Jake HHPOPMAIMI0O O TOM, KaK Thl U TBOU POJUTEIH
IJITAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amuinaii CBOIO pemyTaluio - JEP>KU €€ B YUCTOTE U 3ajaBail cede BOIpoc:
XO0TeNl OBl ThI, YTOOBI JPYrHe€ TMOJb30BATENIM BUJEIH, YTO ThI 3arpy’kaemib?
[Tomymaii, mpex e 4eM 4To-TO OMyOJIMKOBATh, HAITUCATh U 3aTPy3HUTh;

4. Ecnu THI TOBOPUIIH C JIFOJBMH, KOTOPBIX HE 3HACIlb, HE MCIONB3YH CBOE
pealbHOE UMS U JPYTYIO JTUYHYIO WH()OPMAIIUU: UM, MECTO JKUTEIhCTBA, MECTO
y4eObl U mpoyee;

5. N36erait pasmenienus ¢ororpaduii B MHTEpHETE, TIE THI M300pa)KeH Ha
MECTHOCTH, TI0O KOTOPOH MOYKHO OIPENICITUTh TBOE MECTOIOJIOKCHHE;

6. Ilpu peructpanuu B COIMATBLHOM CETH HEOOXOJUMO HCMOJIB30BaTh
CIIOKHBIE TMapoJid, coCToAlME W3 OyKB U LUPp U C KOJIMYECTBOM 3HAKOB
HE MCEHee §;

7. nst counanbHON CETH, OUTHI U JPYTUX CAUTOB HEOOXOIUMO UCTOIb30BaTh
pazuble maponu. Torma eciu TeOsS B3JIOMAIOT, TO 3J0YMBINUICHHHKH MOJIyYar
NOCTYT TOJBKO K OTHOMY MECTY, a HE BO BCE Cpa3sy.

JJIeKTPOHHbIE IEHbI'H

DONEKTPOHHBIE JEHBIM - 3TO OY€Hb YAOOHBIN CMOCO0 TIUIATEXKEH, OIHAKO
CYIIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOJIYyYUTh 3TH JACHBTH.

9JI€KTpOHHBIe JACHBI'H IIOABHJIINCH COBCCM HCIOABHO M MMCHHO H3-3a 3TOI'O BO
MHOT'HUX IoCyaapCTBax A0 CHUX IIOP HC IIPOIMHCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHM (DYyHKIIMOHUPYIOT M O HAX YK€ MPOIUCAHO B 3aKOHE, IIe UX
pa3aeIsIFOT Ha HECKOJILKO BUOB - aHOHUMHBIC M HE aHOHHWMHBIE. Pa3HHIIA B TOM,
YTO AHOHUMHBIC - 3TO T€, B KOTOPBIX pa3pelraeTcs MPOBOAUTH Omepanuu 0e3
UACHTH(UKAIIMK T10JIb30BaTEA, & B HCAHOHMMHBIX MJICHTU(DHKAIUS TOIb30BaTEIIS
SIBJISICTCS 00s13aTEJILHOM.

Taxxe cienyer pasnuyarb DJIEKTPOHHbIE (uaTHble JeHbI'M  (PaBHBI
rOCyJIJapCTBEHHBIM BAJIOTaM) W JJIEKTPOHHbIE He(uaTHble NEHbIH (HE paBHBI
rOCyJIJapCTBEHHBIM BAJIIOTAM).

OCHOBHBIE COBETHI IO O€30M1aCHON padoTe C ANEKTPOHHBIMU JIC€HbIAMHU:

1. ITpuBsxM K cueTy MOOMIIBHBIN TenedoH. DTO caMblid YIOOHBIA U OBICTPBIN
crnoco0 BOCCTAaHOBUTH AOCTYIl K cyery. [IpuBs3aHHbI TeneoH MOMOXET, eciiu
3a0ynenib CBOM IUIATEXKHBIM Mapoib WM 3aiJielllb Ha CalT ¢ HE3HAKOMOTO



YCTPOWCTBA;

2. Hcnonb3yii omHopaszoBble mnaponu. [locne mnepexoma Ha YCUICHHYIO
aBTopu3anuio Tebe yxke He OyneT yrposkaTh OMACHOCTbh KPaKW WIM IepexBara
MJIATEKHOTO HapoJIs;

3. BeiGepu cnoxsbiii maponb. [IpecTynmHukam OymeT HE TPOCTO Yraaarh
CJIOKHBIN Tlaposib. HaziexHbie mapoiu - 3T0 mapoJid, KOTOPhIE COIEPIKaT He MCHEe
8 3HAKOB U BKJIIOYAIOT B C€0s1 CTPOYHBIE U MIPOMUCHBIE OYKBBI, IU(PPHI U HECKOIBKO
CUMBOJIOB, TaKuW€ KaK 3HaK Joiuiapa, (yHTa, BOCKIMIATENbHBIA 3HaK WU T.I.
Hanpumep, $tROng!;;

4. He BBO/IM CBOM JTMYHBIC TAHHBIC HA CAWTaX, KOTOPHIM HE IOBEPSCIITb.
DJIeKTPOHHAs MOYTa

DNEeKTpOHHAsl MOYTa - 3TO TEXHOJOTHWS U MPEIOCTABIISIEMbIE €10 YCIYTH IO
MIEPECHUTKE U TIOTYYCHHUIO JICKTPOHHBIX COOOIIECHUM, KOTOPHIE PACIIPEACIITIOTCS B
KOMIBIOTEpHOU ceTH. OOBIYHO BIEKTPOHHBIM TMOYTOBBIA  SAIIUK BBITJISIUT
CJICAYIONIMM 00pa3oM: UMs TOJIb30BaTeNsA(@UMsL JoMeHa. Takke Kpome nepeadu
MIPOCTOTO TEKCTa, UMEETCSI BO3MOXKHOCTh MepeiaBaTh (haibl.

OCHOBHBIE COBETHI 110 0€30MaCHOM padoTe € AMEKTPOHHOM MOUTOI:

1. Hamo BwIOpaTh NpaBWIBHBIA TOYTOBBIM cepBHUC. B HHTEpHETE €CTh
OTPOMHBIN BBIOOP OECIUTATHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JyUIIe JOBEPSTH TEM,
KOI'O 3Haelllb U KTO MEPBBIN B PEUTHUHTE;

2. He yka3biBail B Tu4HOM moyte JuyHyro uHbopmanuio. Hampumep, mydie
BBIOpATh «MY3BIKIbHBIN (haHaT@» mim «pok2013» BmecTo «Ttemal3»;

3. Ucnonb3yii IByX3TaHYO aBTOPU3AIMIO. DTO KOTJla TOMUMO TapoJis HYKHO
BBOJIUTH KOJI, MPUCHLIaeMBbIN 110 SMS;

4. Be106epu CIIOXKHBIN Maposb. JJisi KaXk0ro MOYTOBOTO SIITUKA JTOJDKEH OBITh
CBOU HAJECKHBIM, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecmu ecth BO3MOXHOCTH HalucaTh CaMOMY CBOW JIMYHBIA BOIPOC,
HCMOJIb3YH 3Ty BO3MOKHOCTD;

6. Hcnomb3yil HECKONBKO TMOYTOBBIX AMMKOB. [lepBbld Wi YacTHOU
MEPENUCKU C aapecaraMu, KOTOPBIM Thl JOBEPSACIIb. DTO AJNEKTPOHHBIA aapec He
HaJI0 UCIOJIb30BaTh MIPU PETUCTpaAILMU Ha (popyMax U caifTtax;

7. He otkpwiBail (aitsibl U Apyrue BIOKEHHS B MHUCHhMaxX, JaXXe €CJIM OHH
MPUIUIM OT TBOUX JApy3eu. Jlyuie yTouHM y HHMX, OTIPABISUIA JIM OHU TeOE ATH
(aiiibr;

8. Ilocne okoH4yaHus pPabOTHl HAa MOYTOBOM CEpPBUCE NEPE] 3aKpbITUEM



BKJIQJIKH C CAUTOM HE 3a0y/b HaAXKaTh Ha « BRIATHY.
Ku6epOy/uInHT Wi BUPTyaJIbHOE U3/1€BATEIbCTBO

KubepOyumuHr - mpecieioBaHHEe  COOOILICHUSIMU,  COJACPKAIIUMHU
OCKOpOJIeHHUS, arpeccuio, 3aIyTUBaHUeE; XyJIUTaHCTBO; COIMAJIbHOE
OOWKOTHPOBAaHUE C TIOMOIIBIO PA3TUYHBIX HHTCPHET-CEPBUCOB.

OCHOBHBIE COBETHI IO OOpHOE C KNOEPOYITMHIOM:

1. He Opocaiicsa B 60ii. JIyummii crioco6: mocoBeTOBaThCS Kak ceOsi BECTH U,
€CJIM HEeT TOTO, K KOMy MOXKHO OOpaTWUThCS, TO BHA4Yaje YCIIOKOMTHCS. Ecimu Th
HAYHEITh OTBEYATh OCKOPOJICHUSMU HAa OCKOPOJIEHUS, TO TOJHKO €IIe OOJbIIe
pa3oXxKelb KOH(PIUKT;

2. Ynpasnsii cBoeil kubeppemnyTaiuei;

3. AHOHUMHOCTh B CE€TH MHHUMaI. CYHICCTBYIOT CITOCOOBI BBIICHUTDL, KTO
CTOUT 3a aHOHUMHBIM aKKayHTOM;

4. He crout BecTHM XyJaUTraHCKui oOpa3 BUPTyajdbHOU >xu3HU. MHTEepHeT
(Gukcupyer Bce TBOM ICHCTBUS M COXpaHAET MX. YJAINTh MX OyldeT KpaiiHe
3aTpyIHUTEIIBHO;

5. Cobmtoait CBOIO BUPTYaIbHYIO Y€CTh CMOJIOAY;

6. Urnopupyit eauHuunblii HeratuB. OIHOPA30BbIE OCKOPOUTENIbHBIC
coOoOIIeHUs] Jydille WrHopupoBaTb. OOBIMHO arpeccusi MpekpamiaeTcs Ha
Ha4yaJIbHOM CTaJuM;

7. ban arpeccopa. B mporpamMax oOMeHa MTHOBEHHBIMH COOOIICHUSIMH, B
COIIMAIIBHBIX CETAX €CTh BO3MOXKHOCTh OJIOKHPOBKH OTIPABKU COOOIIEHUN C
OTIPE/ICTICHHBIX aJIPECOB;

8. Ecnu TbI cBuzeTens kuOepOyimHra. TBOM NEWCTBHS: BBICTYIHUTh MPOTHUB
IpecieioBaTelisd, MOoKa3aTh €My, 4TO €ro JEWCTBHS OIIEHUBAIOTCS HETaTUBHO,
MOJJIEPIKATh KEPTBY, KOTOPOM HY)KHA IICUXOJIOTMYECKas IOMOIb, COOOLIUTH
B3pPOCJIBIM O (paKTe arpeCCUBHOTIO IMOBEACHHUS B CETH.

MooOniabHbIN Tes1edoH

CoBpemenHble cMapThOHBI M TUIAHIIIETHI COACPKAT B ceO€ BIOJHE B3POCIIBIN
(yHKIIMOHAJI, W Telepb OHHU MOTYT KOHKYPHPOBaTh CO CTaIllMOHAPHBIMH
KommnbioTepamu. OTHAKO, CPEACTB 3AIIUTHI IS TIOJIOOHBIX YCTPOMCTB MOKAa OYCHD
Mano. TecTWpoBaHWME W TOUCK YSI3BUMOCTEM B HHUX IMPOUCXOJUT HE TakK
MHTEHCUBHO, Kak s [1K, To ke camoe KacaeTcsi 1 MOOMIBHBIX IMPUI0KCHHM.

CoBpemeHHbIe MOOUJIbHBIE Opay3ephl Y)Ke MPAKTUYECKU TOTHAIU HACTOJIbHBIC
aHAJIOTH, OJHAKO pacliupeHue (QPyHKIMOHAIa BJIEYET 3a COOOM OOJBIIYIO



CJIOKHOCTb U MCHBIIIYIO 3allIMIIICHHOCTD.

Jlaneko He BcCe MPOU3BOJUTENIM BBIMYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOLINE
KPUTHUYECKHUE YSA3BUMOCTH ISl CBOUX YCTPOMCTB.

OcCHOBHBIE COBETHI JIs1 0€30MaCHOCTH MOOMIIBHOTO TeleoHa:

Huyero He sBisgercs mo-HacrosimieMmy OeciuiaTHbIM. Bylab OCTOpOXKEeH, BeIb
Korja tede mpeaiaraloT OeCIUIaTHbIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TUIATHBIE YCIYTH;

Hywmaii, npexae yem otnpaBuTb SMS, ¢oto wim Buaeo. Thl TOUHO 3Haelb,
IJIe OHU OyIyT B KOHEYHOM UTOTrE?

Heo0xonumo 0OHOBIATH OMEPALIMOHHYIO CUCTEMY TBOETO CMapT(oHa;
Hcnonb3yit aHTUBUPYCHBIE ITPOrPaMMBbI /111 MOOMIIBHBIX TEIE(POHOB;

He 3arpy>1<a171 IMPHUIIOKCHHUA OT HCU3BCCTHOI'O HMCTOYHHKA, BCAb OHHU MOI'YT
COICPIKATh BPCIAOHOCHOC ITPOrpaMMHOC 06€CHC‘1€HI/I€;

[Tocne Toro kak ThI BBIWJEIIL C CaiTa, I/ie BBOAWI JIMUYHYIO WH(OpMAIIHIO,
3aiiiu B HACTPOMKH Opay3epa u yjaanu cookies;

[lepnopnueckn MpoBepsN, KaKUE IUIATHBIE YCIYTM aKTUBHPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOil HOMEp MOOWJIBHOTO Telie(pOHA TOJIBKO JIFOMSM, KOTOPBIX ThI
3HACIIb U KOMY JIOBEPSCIIIb;

Bluetooth momkeH OBITH BBIKIIIOUEH, KOrjla Thl MM HE ToJib3yemibcs. He
3a0bIBali THOTIA TIPOBEPSTH ITO.

Online urpsi

CoBpeMEHHBIE OHJIAMH-UTPBI - 3TO KPACOYHBIE, 3aXBaThIBAIOILNE PA3BICUYCHHUS,
OoOBEIMHSIONIME COTHH THICAY 4YEJNOBEK MO BceMmy Mupy. Wrpoku wuccienyrot
JaHHBIA UM MHUp, OOLIAIOTCA APYT C JPYTOM, BBIMOJHSIOT 33JIaHUS, CPAXKAIOTCS C
MOHCTpPaMH M IOJIyYarOT OMNbIT. 332 YAOBOJBCTBUE OHM IUIATAT: MOKYMNArOT JIHCK,
OIIAYUBAIOT AOOHEMEHT WJIM MPUOOPETAIOT KaKrue-TO OMIUH.

Bce atu cpeacTBa uayT Ha NMOAAECPKAHUE U PA3BUTHE UIPHI, 4 TAKKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbl aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
natyu (U poBbIC 3aIATKU JUIsl IPOIPAMM), 3aKPbIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B nogo0HbIX Urpax CTOUT onacaThCs HE CTOJBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXXy TBOETO MapoJis, Ha KOTOPOM OCHOBAaHA CUCTEMa aBTOPU3ALMK OOJIBIIMHCTBA
urp.

OCHOBHBIE COBETHI 110 0€30aCHOCTH TBOETO HUI'POBOI'O aKKAayHTaA:



1. Ecnu mpyroit urpok BeneT ceOs IIOXO WM co3daeT TeOe HENMPHUATHOCTH,
3a0JIOKHPYH €T0 B CIIHCKE UTPOKOB;

2. [Noxamyiicss aAMUHUCTPATOpaM UIPhl HA TJIOXOE MOBEIEHUE ITOTO UTPOKA,
KeJaTeJIbHO MPUJIOKUTh KaKHE-TO JOKa3aTeIbCTBA B BUAE CKPUHOB;

3. He yka3biBaii muunyto uHGpOpMaIuio B mpodaiine urpsr;
4. YBaxall Apyrux y4aCTHHUKOB IO UIPE;

5. He ycranarnmBaii HeoumanpbHbIC TATIA U MOJIBI;

6. Mcnonb3yii CIOXKHBIE U PA3HBIE TAPOJIH;

7. Jlaxxe BO BpeMsi UTPBI HE CTOUT OTKJIF0YaTh aHTUBHUpPYC. [1oka Thl Urpaenib,
TBOW KOMITBIOTEP MOTYT 3apa3HTh.

@OUINUHT WA Kpa’ka JUIHbIX JaHHbIX

OOBIYHOM Kpakell JeHEr U JIOKYMEHTOB CErO/IHsl y’K€ HUKOIO HE yJIMBHUIIb, HO
C Ppa3BUTHUEM MHTEPHET-TEXHOJIOTUH 3JO0YMBILUICHHUKA NEPEMECTHINCH B
MHTEPHET, U MPOJIOJIKAIOT 3aHUMAThCS " MIOOMMBIM" JIEIOM.

Tak mosBuIach HOBas yrpos3a: HHTEPHET-MOIICHHUYECTBA WM (DUILKHI,
IJaBHasl 1eJIb KOTOPOTO COCTOMT B TMOJYYEHHU KOHQUIACHIMAIBHBIX TaHHBIX
noJib30BaTeNieil - ToruHOB U mapoieil. Ha anrmmiickom si3bike phishing uutaercs
kak ¢pumuHr (ot fishing - peiOHas n0BisA, password - Taposb).

OCHOBHBIE COBETHI IO OOpHOE C (PUIITHMHTOM:

1. Cnequ 3a cBouM akkayHTOM. Eciu ThI mojo3peBaeliib, 4TO TBOS aHKETa
Oblla  B3JIOMaHa, TO HEOOXOaUMO  3a0JIOKMpOBaTh €€ M COOOIIUTh
aJIMUHHACTPATOPAM pecypca 00 ITOM KaKk MOXKHO CKOpee;

2. HCHOJ’IBBYﬁ Oc30macHEIe Be6-CaﬁTLI, B TOM YHCJIC, HHTCPHCT-MAra3nHOB U
ITONCKOBBIX CUCTCM,

3. Hcnonb3yii clokHBIE W pa3Hble Tapoju. Takum oOpazom, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH TOJy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
poUITIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3IOMaNIM, TO HEOOXOIMMO MpPEeaylpeluTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE€ OOABIIEHBI y T€OA B APY3biX, O TOM, YTO T€OS B3JIOMAIH H,
BO3MOXKHO, OT TBOETO UMEHHU OYJIET pacchlIaThCsl CllaM M CChUIKM Ha (PUIITMHTOBBIE
CaWTHhI;

5. Ycranosu HaznexHsbli naposb (PIN) Ha MoOunbHBIN TenedoH;

6. OTKIIIOYM cOXpaHEeHHE Tapois B Opaysepe;



7. He oTtkpwiBail (aitibl U Apyryue BIOKEHHUS B MUCHbMaX, JaXe €CJIU OHH
MPUIILTA OT TBOWX Jpy3el. Jlydiie yTouHu y HHUX, OTHPABISUIA JIM OHH TeOE ATH
Gaitnbl.

HudposBas penyranus

[udposas penyTtaius - 3TO HEraTUBHAS WX MMO3UTUBHAS HH(OpMALIUs B CETH
o tebe. Komnpomerupyromas uHbopmaius, pasMelIeHHas B UHTEPHETE, MOXKET
CEepPbE3HBIM 00pa30oM OTpa3uThbCcsl Ha TBOeW peanbHOM Ku3HHU. «Lludposas
penyTanus» - 3T0 TBOM UMUK, KOTOPBIN Gopmupyercs u3 uHdpopmainuu o Tede B
UHTEpHETE.

TBO€ MeCTO KUTEILCTBA, YUeObl, TBO€ (PMHAHCOBOE MOJIOKEHHUE, OCOOCHHOCTH
XapaKTepa U paccKasbl 0 OJIM3KUX - BCE 3TO HAKAIIMBACTCS B CETH.

MHorve MOAPOCTKH JIETKOMBICIEHHO OTHOCSTCS K MyONMKaluu JIMYHON
uHpopmanu B MHTepHeTe, HE OHMMAasi BO3MOXKHBIX MociencTBuil. Thl gaxke He
CMOXeEIlb J0ralaTbCsi 0 TOM, 4YTO (hoTorpadusi, pasmMellleHHas 5 JeT Ha3al, craja
NPUYMHON OTKa3a NPUHATH TeOs Ha padoTy.

KommenTapuu, pazmenienue TBoux (hotorpaduii 1 1pyrue AeMCTBUS MOTYT HE
MCYE3HYTh JAXKE MOCIJE TOro, Kak Thl UX yAAJWIIb. Thl HE 3HACHIb, KTO COXPAHUII
3Ty MH(OpMAIIHIO, TONaIa TU OHA B TOUCKOBBIE CUCTEMBI U COXpPAaHUIIACh JIU OHA, a
[JIAaBHOE: YTO MOIYyMAarOT O TeOe OKPY’KaIoIUe JIIOJU, KOTOpble HAWAYT U yBUISAT
sT0. Haiitu uH(popMaIMio MHOTO JIET CIyCTS CMOXKET Jt000H - Kak U3 JT0OpbIX
noOy>KJIeHUH, TaK U C HAMEPEHUEM MPUYUHUTH BPe. ITO MOKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 10 3a1IUTE HU(POBOM penyTaruu:

1. [lomymaii, npexzae yeM 4YTo-TO MyOJUKOBaTh U NepeaaBarh y cedst B Onore
WA B COLMAJILHOM CETHU;

2. B mactpoiikax mpoduisi yCTaHOBM OTpaHHUYEHHUS Ha MPOCMOTP TBOETO
npo(UiIs U €ro COAEPHKUMOTO, CEIAl €ro TOIBKO «UIsl IPy3ei»;

3. He pasmemaii u He yka3biBail MHGOPMAIIUIO, KOTOPas MOXET KOro-JIndo
OCKOPOJIATH WU OOMKATh.

ABTOpPCKOE PaBo

CoBpeMEeHHbIE  NIKOJBHUKH - AaKTUBHBIE [OJIb30BAaTelud  LHU(PPOBOTO
npoctpancTBa. OMHAKO JAleKo HE BCE 3HAKOT, 4YTO IIOJIB30BAHME MHOTMMHU
BO3MOXKHOCTAMH ~ IudpoBoro  mMupa  TpeOyeT  COOMOJeHUs MpaB  Ha
UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TCpMI/IH «MHTCJJICKTYyaJIbHasd COOCTBEHHOCTBE» OTHOCHTCS K Ppas3sIMYHbIM
TBOPCHUAM YCJIOBCUCCKOI'O YyMad, HA4YMHAA C HOBBIX H306p€T€HPII>i Hn 3HAKOB,
0603Haqa101111/1x COOCTBEHHOCTH Ha MNPOAYKTBI U YCIYyI'YM, U 3aKaH4YHBasd KHUTAMH,



doTorpadusimu, KHHOGUIEMAMU U MY3bIKaTbHBIMH MPOU3BEICHUSIMH.

ABTOpCKHE IpaBa - 3TO IpaBa HAa HMHTEUIEKTyaJlbHyl0 COOCTBEHHOCTbh Ha
IIPOU3BEACHMS HAYKH, JINTEPaTypbl U UCKyccTBa. ABTOPCKHE IPaBa BBICTYNAIOT B
KaueCTBE TapaHTUU TOrO, YTO HMHTEJUIEKTYyaJIbHBIN/TBOPUECKHUM TpyJ aBTOpa HE
OyJIeT HampacHbIM, JacT €My CIpaBeIMBble BO3MOXKHOCTH 3apaboTaTh Ha
pe3yabpTaTax CBOETO TpyHAa, IMOJYyYWTh HM3BECTHOCTh M mIpu3HaHue. Hukrto 6e3
paspelieHuss  aBTopa HE  MOXET  BOCIPOM3BOAUTL  €r0  IIPOU3BEICHHUE,
pacnpocTpaHATh, MNyOJIWYHO JEMOHCTPUPOBAaTh, MPOAABAaTh, HMIIOPTUPOBATH,
MIyCKaTh B MpOKaT, MyOJIMYHO HCIOJHSTH, MOKa3bIBATH/UCIIONHATh B A(UPE WU
pa3meruars B llHTepHeTe.

Hcrmonb30BaHue «IMUPATCKOTO» MTPOTPAMMHOTO 00ECTICYCHHSI MOXKET TIPUBECTH
K MHOTMM pHUCKaM: OT MOTEPHU JAHHBIX K TBOUM aKKayHTaM J0 OJIOKMPOBKHU TBOETO
YCTPOWCTBA, TJI€ YCTAaHOBJIIEHA HeJerajapHas nporpamma. He croutr Takxke
3a0bIBaTh, UYTO CYIIECTBYIOT JierajbHble W OECIUIaTHBIE MPOTPAMMBbI, KOTOPbIE
MO>KHO HAWTH B CETH.

O nmopraJe

CeteBHUOK.p® - TBOI TJI1aBHBIM COBETUUK B CETH. 3/1€Ch Thl MOXEIIb y3HATH O
0€30MacHOCTH B CETH MOHATHBIM W JOCTYIHBIM SI3bIKOM, a TIPH BO3HUKHOBEHUU
KPUTUYECKON CUTyallili OOpaTUTHCSA 32 COBETOM. A TakKe NPHUHATh y4acTHE B
KOHKYpPCax M CTaTh CaMbIM ITU(PPOBBIM TPakKTAHHHOM!
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