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MH(QOPMAlMOHHOTO ~ B3aUMOJEHCTBAS C CEPBUCAMHM TOCYJAaPCTBEHHBIX M
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JEITAPTAMEHT PykoBomurensim
NH®OPMALIOHHBIX TEXHOJIOIMI] OPratOB MECTHOIO CaMOYMIPABIEHHs
1 CBS3U CAMAPCKOHM OBJACTH Camapckoit obmacta

(A TuC Camapckoi obnacTh)
(o cHMCKy)
443000, r. Camapa,

yi. Moaogoreapaefickas, 210
tenedon (846) 221-54-00, daxc (846) 335-10-40
E-mail: e-govi@samregion.ru,
http://dit.samregion.ru

No
Ha Ne

YBaxkaeMble KOILIerH!

B cBa3u ¢ pOCTOM XaKEPCKHX aTak Ha HHQOPMAIMOHHEIE PECYPCHI OPraHOB
Bract CaMapckoi 001acTH U Ha 3NEKTPOHHBIE TTOYTOBEIE AMIMKH FOCYIAPCTEEHHBIX
¥ MyHHIMTIAJIGHBIX CIIY)KAIINX, a TAKKe, YIUTHIBAA M3MCHEHHMA B 3aKOHOMATEILCTBE
Poccuiickolt Penmepaumu B obmacTu 3amuTel MHGOpMAliMK, HAIPABIEHHBIE Ha
y’KecToueHHe TpeboBamm¥ mpu pabore B ceTw MHTepHeT roCyNapCTBEHHBIX H
MYHHIUIHTIANBHBIX CIYKAIIMX C SIEKTPOHHBIME CEPBHCAMH, ITOJIATaeM HEOOX0auMBIM
HAIIOMHHUTE O HEOOXOIMMOCTH CTPOTOro COOIFONCHUS MPaBui 030MACHOM PadOTH B
cetu HaTteprer.

Bo wucnommenWe peKOMEHIAITME COBMECTHOIO BHIE3THOTO  COBEINAHHS
Cexperapas Cosera bezomacmoctu Poccuiickoli Pemepaip ¥ TOTHOMOYHOTO
npeacrasureins lIpesunenta Poccuitickon Peneparwu B [IpHBOomKCKOM deaepanbHOM
OKpYT€ MpemaraeM BHHMATEJIBHO H3YYHTh W J0BECTH [0 KAKIOTO COTDPYIHHKA
Oprana MECTHOTO CaMOYIPABICHHMA M TOJBEAOMCTBEHHBIX €My OpTaHH3aI(Hii
npuiraraemerii Ceoxm mpasBun 10 OesomacHOH paboTe COTPYAHMKOB OpPIraHOB
UCTIONHHTEIRHOH BiacTH (amMapckod o0NacTu, TOCYAdpPCTBEHHBIX OPraHOB
Camapckoét obsracTd, OpPraHOB MECTHOTO CaMOYHIPABICHMA MYHHWLHNATBHEIX

obpasopanuit B Camapckoii 00MaCTH H IIOJBEIOMCTBEHHBIX WM OPTaHW3ALMH IIPH




WCIIOJIb30BaHUN ceTn WHurepHer, OCYILECTBIICHUU MH(OPMALIMOHHOTO
B3aMMOJICHCTBHSI C CEPBUCAMH TOCYAAPCTBEHHBIX HHPOPMAIIMOHHBIX CUCTEM

[Tpunoxenue: Ha 11 7.

Bpwuo 3amecturens
npencenarens [IpaBurenscTsa
Camapckoit 06s1acTH —
PYKOBOJUTENS IenapTaMeHTa
MH(QOPMAIIMOHHBIX TEXHOJIOTHIA
u cBsi3u Camapckoi 00acTu C.B.Kazapun



CBO/J ITPABIJI
no 06e3onacHoi padoTe COTPYAHUKOB OPTraHOB MCIIOJIHUTEIbHON BJIACTH
Camapckoii 00J1acTu, rocyapcTBeHHbIX Opranos Camapckoii odaacru,
OPraHOB MECTHOI'0 CAMOYINPABJIEHHS] MYHUIUNIAJIbHBIX 00pa30BaHUii B
Camapckoii 00J1aCTH ¥ IOABEIOMCTBEHHbIX UM OPTraHU3ALMNA IPH
HCNnoJb30BaHuu ceTu HTepHET, ocylecTBIeHUN HH(POPMALMOHHOT O
B3aMMO/IeliCTBHUS C CEPBUCAMM IOCYAapPCTBEHHBIX HH(POPMALMOHHBIX
CHCTEM

1. O0mue mMoJI0KeHUA

1.1. Hactossmmit CBoj mpaBuia mo Oe30MacHOM paboTe COTPYIHHKOB
OpraHOB UCHOJIHUTEIbHOM BiacTH Camapckoil 001acTH, TOCYIapCTBEHHBIX
opranoB  Camapckoil ~ oOjacTd, OpPraHOB MECTHOTO  CaMOYMpaBJICHUS
MYHHUITUTIATBHBIX 00pa3oBanuii B CaMapckoi 00JacTH U MOJIBEIOMCTBEHHBIX UM
OpraHu3alMii TpU  KCIHOJIb30BaHMM ceTH  VIHTEpHET, OCYIIECTBICHUU
WH(OOPMAIITMOHHOTO  B3aUMOJICUCTBUS C  CEpPBUCAMU  TOCYIapCTBEHHBIX
nH(pOpMaITMOHHBIX cUcTeM (nanee — CBOJ MpaBwL, OJIH30BATENH) pa3padOTaH B
COOTBETCTBUM pekoMeHaanusiMu petmieHus: KoopaunanuonHoro CoBera Mo
3amuTe WHPOPMAlMM TPU  TMOJTHOMOYHOM TpeactraButene llpesumeHta
Poccuiickoit @enepanuu B [IpuBoinkckom denepaabHoM okpyre ot 27.04.2016.

1.2. CBog mpaBwi oOcCHOBaH Ha TpeboBaHusax DdenepanbHOro 3aKoHA
ot 27.07.2006 Ne 149-®3 «O06 nnpopmaruu, "HGOPMAIIMOHHBIX TEXHOJIOTHSIX U
0 3amuTe WHPOPMAlMW», HOPMATUBHBIX MpPaBOBBIX akTax Poccuiickoii
denepanuu, peryJUpyrONIIX OTHOMICHUS B 00JIACTH 3aIIUTHl HHGOPMAIIIH.

1.3. Hensamu CBona nmpaBuil SIBISIFOTCS:

- peryiipoBaHue padOThl TOJIH30BATENIEM MPU MCIOJB30BAHUM CETH
HuTepHeT U ocyiecTBIeHN HHPOPMAIIMOHHOTO B3aUMOJICHCTBUS C CEpPBUCAMHU
roCyJapCTBEHHBIX HH(POPMAITMOHHBIX CUCTEM;

- oOecrnieueHre IE€JI0CTHOCTH, KOH(DHUICHIIMAIBHOCTH U JOCTYIHOCTH
XpaHsIencs 51 repe1aBaeMon uHbopMaImy, HaXOAIIECs Ha
aBTOMAaTU3UPOBAHHBIX pabounx wmectax (Haiee — APM) unm  nokaiabHOM

BeIUHUCIUTEIRHOU ceTH (nanee — JIBC);



- coOmoieHre  TpeOOBaHWM, MPEAYCMOTPEHHBIX 3aKOHOAATEIIbCTBOM
Poccuiickoii ®denepani ¥ HOPMATHBHBIMH TPaBOBBIMH aKTaMU B 00JIacTU
3alUThl THPOPMALUH.

1.4.Tlpu pabGote B cetn MHTepHeT M HHPOPMAIIMOHHBIX CHCTEMax
II0JIb30BATENM PYKOBOJICTBYIOTCS 3aKOHOAATENbCTBOM Poccuiickoit denepanum,
HOPMATHUBHBIMH IPaBOBBIMU aKTaMH, HWHBIMH JIOKYMEHTaMH B 00JacTH
UH(GOPMAIIMOHHBIX TEXHOJIOTHI 1 0€30macHOCTH HHPOpMaIH, a Takxke CBOIOM
IIpaBuUIIL.

1.5. Jonyck  monw3oBaTenel mis  pabotel B cetw  MHTepHer
OCYLIECTBJISIETCS B COOTBETCTBUM C HOPMATHBHBIM IIPAaBOBBIM aKTOM OpraHa,
OCYILECTBIISIONIEr0 MaTePHANIbHO — TEXHHUYECKOEe 0oOecreueHue’ COTPYIHHUKOB
OpraHOB MCHOJIHUTEIbHON Biactu Camapckoil 007acTH, TOCYIapCTBEHHBIX
opranoB Camapckoil o00jJacTM U OpPraHoB MECTHOTO CaMOYIIPaBJICHUS
MyHUIMOANBHBIX 00pa3oBaHuii B Camapckod 00siacT, B MH(POPMALMOHHBIX

CHUCTEMaX — B COOTBETCTBHUH C MOJIOKCHUSIMH 00 ITHX CUCTEMax.
2. O0mue npaBuJia noJb3oBanust Ha APM

2.1. Ilonp30BaTenn OTBEYAET 3a IIPAaBUJIBHOCTD BKJIFOYCHHUS
(BeixiTrOUeHMS1) APM, BXOJ B cCUCTEMY | BCE ICUCTBUS IIPHU pabOTE HA HEM.

2.2. APM paszpemaercsi MCHOJb30BaTh HCKIIOYUTEIHHO B CIIY)KEOHBIX
LETISX.

2.3. [lonb3oBaTens 0053aH HUCKIIOYUTH BO3MOKHOCTH HEOCTOPOKHOTO
MPUYMHEHUS Bpea TEXHUYECKUM U MH(GOPMAIIMOHHBIM pecypcam.

2.4. CucTeMaTH4eCcKu OCYIIECTBIISITh PE3EPBHOE KOMUPOBAHUE BaKHOMU

' s OpraHoB TocyJapcTBeHHON Biactm Camapckod 0O0JacTH, B COOTBETCTBHHM C TOCTAHOBJICHUEM
IIpaBurensctBa Camapckoit obmactu ot 21.05.2009 Ne 234 «O6 yrBepxkaernun IlepedHss opraHoB
ucronHuTeNnsHOH Biactn Camapckol 007acTH, OPTaHM3AIMI0 MAaTepPHAIbHO-TEXHHYECKOTO obOecredeHus,
JIESITETFHOCTH KOTOPBIX OCYIIECTBIIACT JIeMapTaMeHT ympasieHus naenamu ['ydbepratopa Camapckoil oGractu u
IIpaButensctBa Camapckoit obOmactu, u Ilepednss rocyaapcTBeHHBIX opraHoB Camapckoi o0iacTw,
OPTraHU3aIMI0 MaTePHAIBHO-TEXHHYECKOTO 00eCHeueHNs ACITENbHOCTH KOTOPBIX OCYIIECTBISET JeNapTaMeHT
ynpasienust aenamu ['yoepaatopa Camapcekoit oonactu u [IpaButenscrBa Camapckoi 001acTH» HOPMAaTHBHBIM
aKTOM SIBIISIETCS NIpUKa3 JenapTaMeHTa ynpaBiieHus Jeinamu [yOepHatopa Camapckoll oOmactd |
IIpaButensctBa Camapckoii obmacti ot 07.12.2010 Ne 241n «O mopsiike HCIIONB30BAaHHS CETH MHTEPHET» C
U3MEHEHUSIMU BHECEHHBIMU Ipuka3oM oT 07.11.2011 Ne 40m.



uHpopMaluu, xpansieics Ha APM nonb3oBarens.

2.5. CucreMaTuyecku MPOBEPATH OOHOBJICHHE aHTHUBHUPYCHOU 0a3bl (Kak
IOPaBWJIO, B HACTPOMKaXx aHTUBUPYCA, YCTAaHOBJIEHO HX aBTOMAaTHYECKOE
OOHOBIICHHE).

2.6. Bo Bpemst paOoThl 3KpaH MOHHUTOpa KOMIIBIOTEpA pacloJiaraTb B
NOMEIIEHUH  TakuM  00pa3oM,  YTOOBl  HUCKIIOYHTh  BO3MOXXHOCTH
HECaHKIIMOHUPOBAHHOT'O O3HAKOMIICHUS ¢ 0TOOpakaeMoil Ha HeM uH(popMaluei
NOCTOPOHHUMH JIMI[AMH, IITOPhl Ha OKOHHBIX IIpOE€Max JOJDKHBI OBITh
3aBelIaHbl (KAJIFO3U 3aKPBITHI).

2.7. Ilpu BpeMEHHOM OTCYTCTBUU IOJIb30BaTENs HA paboueM MecTe SKpaH
MOHMTOPA JOJHKEH OBbITh MOTYIIEH WM UCIIOJIb30BaHA SKpaHHasl 3aCTaBKa.

2.8. Cobmonath TpeOoBanusi mnaposibHOM mnosmtuku (Pazmen 8 Cona
TIPaBHII).

2.9. 060 BCEX  BBIABICHHBIX  HAPYUICHUSAX, CBSI3aHHBIX  C
MH(OPMAIMOHHOW 0€30MACHOCTHIO, @ TaK e ISl MOJIYYeHU KOHCYJbTALNHI 10
BOIlpocaM HMH(POPMAITMOHHON O€30MacHOCTH, HEOO0XOJUMO O0O0pamarbcs K

aMUHHUCTpaTopaM HWH(POPMAIIMOHHOM CceTH M (WIKM) CHeuuaiucram 1o

uH(OPMAITMOHHON 0e3omacHOCTH COOTBETCTBYIOIINX CTPYKTYPHBIX
MOAPA3ACICHUN.
2.10. Ucnionp30oBaTh  DJIEKTpOHHYHO moamuck (manee — OII) B

cOoOTBETCTBUM ¢ PykoBojcTBOM (TipaBmiiaM) MO OOECMEYEHUIO HCIIOIb30BAHUS
DIl u cpenctB DI, BbIITAHHBIM YAOCTOBEPSIOIINM LIEHTPOM.

IMToab30oBaTessiM 3anpeniaeTcs:

2.11. OtkpoiBath HAa APM (baitnibl 1 3amyckaTh IporpaMMBbl, TOTYyYEHHBIC
13 HEMPOBEPEHHBIX HCTOYHUKOB.

2.12. IlepenaBatb cBOM UACHTU(UKAIMOHHBIE JaHHBIC (TTAPOJIH, JIOTHHBI),
aTpuOyThl JIOCTyna K pecypcaM HWH(OOPMAIIMOHHOW CHUCTEMbl MOCTOPOHHUM
JIUTIAM.

2.13. Otkrouats (6JI0KUPOBATH) CPEACTBA 3AIIUTHI HH)OPMALIHH.

2.14. IlpuBnekatb MOCTOPOHHUX JIUI] JJIS MPOU3BOJICTBA PEMOHTA WIIH



HacTpoiiku APM.

2.15. Pasrnamath 00pabaTsiBaeMyto HHGOPMAIUIO TPETHUM JIHIIAM.

2.16. KonupoBath Ciryke0Hy0 MHGOPMAIIMIO HAa BHEIIHUE HOCUTEIN 0e3
pa3penieHus: pyKoBOJICTBA.

2.17. CamocCTOATENBHO YCTaHaBJIMBATb, TUPAXKUPOBATh, U
Moau(UIIMPOBATh MpPOTpaMMHOE OOecleyeHrue U amnmapaTtHoe OOecIevdeHue,
U3MEHATh YCTAHOBJICHHBIM aldrOpuT™M (PYHKIIMOHUPOBAHUS TEXHUYECKUX U
IIPOTPAMMHBIX CPEJICTB.

2.18. HecaHKIIMOHMPOBAHHO OTKpPBIBaTh OOLIMI JOCTYyH K Mamkam Ha
APM.

2.19. OcymiectBiats noakiaodeHue kK APM u JIBC nocTopoHHUX U
JUYHBIX YCTPOMCTB (Hampumep: CcMapTQOHBI, TeNEePOHbI, CUHUTHIBATEIU
uHdopmaruu, usznydaromme ycrpoiictBa (Wi-Fi, Bluetooth, paguomonemsr) u

T.IL.).
3. [IpaBuia noab3oBanus B cetd UHTEpHET

3.1. Pecypcel cetm HHTEpHET NPEAOCTABISAIOTCS MOJIb30BATENSAM IS
nojydyeHus: HWHQPOpMAIMKM HEOOXOIUMOW IS  BBIMIOJIHEHUS  CIIYKEOHBIX
00s13aHHOCTEH.

3.2. Ilonb30Barenb 00s13aH HE IPEAIPUHUMATD IIOITBITOK
HECAaHKIIMOHUPOBAHHOTO JOCTyNa K MH(OPMAIMOHHBIM pecypcam, JOCTyN K
KOTOPBIM €EMY OTpaHUYEH.

3.3. Ilonb30BaTenb MOYKET IMOCEMATh TOJBKO TE PECYPCHI, COIAEpIKAHUE
KOTOPBIX HE NMPOTUBOPEUYUT 3aKOHOAATENBCTBY Poccuiickon Denepanuu, a Uelb
MIOCEIIICHUSI IOJDKHA OBITh CBSI3aHA C €T0 CIY>KEOHOM ESITEIbHOCTHIO.

3.4. BuumarenbHo HaOWpaTh HMMEHa CaWTOB, OCOOEHHO Ha KOTOPBIX
npoBojsATcsa pruHaHCOBBIC oneparuu. [loaaenbHbIe CAlThl MOTYT UMETh OTIUYHE
JIaXKe OJTHOTO 3HaKa WUJIM TOT K€ BU, YTO U OpUTHHAIbHBIE. Takue caThl MOTYT
coJiepKaTh HEBHUJIMMbIE O0JIACTH, Ha)KaTUE HAa KOTOPHIE MOMKET MPUBECTH K

3apaxeHuto APM BpeIOHOCHBIMM NIpOrpaMMamMu WIH IE€pEHANpaBICHUE Ha
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3apakeHHble cailTbl. bonee Oe3omacHO He HaOWpaTh BPYUHYIO HAUMEHOBAaHUE
caiiTa, a MoJb30BaThCA 3apAHEE CACITAaHHBIMU 3aKJIaKAMU.

3.5. B Hactosimee BpeMsi KHOEPIPECTYMHUKU CO3JAI0T MOJJIETbHBIC
caiitel Ak0Obl s oruiatel mtpadoB ['MBJJ] wnm odopmienus 3asiBku Ha
KpeauT U Apyrux ueneil. Ha He mpoBepeHHbIX cailTax BBOJ KOH(DHICHIIMATbHBIX
JAHHBIX HE PEKOMEHayeTCs!

3.6. Kareropuyecku 3ampenieH0 HCHOJIb30BaHHWE ISl CIIY>KEOHOMU
NESATENIbBHOCTH ~ HMHOCTpaHHbIX  VHTEepHET-cepBHUCOB  cHCTEM  OOMEHa
cooOmeHusiMu, rojocoBoit u BuacouHdpopmanuein (ICQ, QIP, Jabber, Viber,
Whatsap, Skype, Trello u T1.1.), 006;1auHBIX CEpBUCOB XpaHEHHUs WHGOOPMAIUU
(iCloud, Google Drive, Dropbox u T.1.).

3.7. Ilonp30BaTesm 3anpemaeTrcs:

- HCIOJIB30BATh JOCTYII K ceTH VIHTEpHET B JIMYHBIX LIEIAX;

- MOCEUIaTh JOCYTOBO-Pa3BIEKATEIbHbIE CANTHI;

- HCTIOJIB30BATh JOCTYNl K ceth VIHTepHeT uisi pacnpoOCTpaHEHHsS U
TUPAKUPOBAHUA MH(GOpPMALMU, KOTOpasl HalpaBjeHa Ha MpomaraHay BOIHBI,
pa3)KUraHue HaAMOHAJIBHOM, PACOBOM WM PEJIUTHO3HOM HEHABUCTU U BPaXKIbI,
a TakKe MHOM HMH(pOpMAaIMH, 3a pacHpOCTpPaHEHHWE KOTOPOW MpeaycMOoTpeHa

YTOJIOBHAS WM aJIMUHUCTPATUBHAS! OTBETCTBEHHOCTb.
4. IlpaBusia paGoThl € 3JIeKTPOHHOM MOYTOM

4.1. lng  cmyxeOHOM  NESITENIbHOCTH  HEOOXOIUMO  HMCIOJIb30BaTh
ANEKTPOHHYIO TMouTy pJomeHa [IpaButensctBa Camapckoi —«samregiony,
MOYTOBBIE CEpBEpa TOCYAAPCTBEHHBIX opraHoB Camapckoil o0iacTu, OpraHOB
MECTHOTO CaMOYIPABJICHHUS MYHHUIMTIAIBHBIX o0Opa3oBanuii B Camapckoii
00JaCTH W TIOJIBEIOMCTBEHHBIX WM opranm3anuii. Mcnojib30BaHue HHBIX
00IIEeIOCTYNMHBIX MOYTOBBIX CEPBHCOB JOLKHO OBbITh HMCKJIIOYEHO.
Hcrmonp3yss  oOMmIEOCTYNIHBIE  TIOYTOBBIE  CEPBHCHI BBl  CO3HATEIbHO
NPEIOCTABIIICTE MepeIaBacMyl0 HHPOPMAIIMI0 3TUM CEpBHUCAM U OHAa MOXKET

OBITh TOCTYITHA TPEThUM JinLaM. KaTeropuiecku 3anpeneHo ucmoib30BaHue
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HHOCTPAHHBIX MOYTOBBIX CEPBUCOB IEKTPOHHOM mouThl (Gmail, Yahoo u
T.J1.) JIs CITy>KEOHOU J1eSITENLHOCTH.

4.2. Ilpn nosy4yeHu 3JIEKTPOHHOTO MHUCHbMa C BIOXKEHHEM HEOOXOIUMO
BHHUMATEJbHO IMOCMOTPETh aJpec OTHpaBHUTENA. B ciywae, ecinu 3TOT ajpec
HEU3BECTEH, WU OTJINYAETCSI OT PEAIBHOTO XOTs Obl OJJHUM 3HAKOM, OTKpPBITHE
BJIO)KCHM TakWX IHCEM He O0€30IacHO, MOCKOJIbKY MOILYT COJEpXKaTh
BPEJAOHOCHBIE POTPAMMBI.

4.3. B mnocneaHee BpeMs 3a(pUKCUPOBAaHA pacChbUIKa Ha SJIEKTPOHHBIE
aZpeca MoJb30BaTeNeH, a Takke Ha OPUIIUATIbHBIC MOYTOBBIC SIIMKKA OPTaHOB
UCnoJHUTENbHOM Binacth Camapckoil 00JacTM ©  OpPraHOB  MECTHOTO
CaMOYNpaBJIEHUS] MYHUIMNAIbHBIX OOpa3oBaHuii B Camapckoil 0051acTH, BO
BJIO)KEHHMH K KOTOPBIM COJEpXkaTcsi BpPENOHOCHBbIE (Dalbl TUIMA «AKTHI
CBEPKH.ZIp», «Kommepueckoe NPEJIOKEHHUE. ZIPY, «CynebHoe
IIPOU3BOJICTBO.ZIP», C Pa3IMYHBIMU TpadUuEeCKUMH H300paxkeHusiMUA. Takue
BJIO’KEHHS, KaK paBuJIo, coziepKaT BUPYCHI-ITN(POBAIBIIUKH
(Trojan.Encoder), koTopble MMUTHPYIOT 3aBHUCAHUE OIEPAIMOHHOW CUCTEMBI
Windows kommbtoTepa ©  MUQPYIOT JOKYMEHTHI  MOJb30BaTENEHd C
pactmmmpenusmu *.doc, *.xlIs, *.pdf, *.txt, *.jpg, *.tif, *.rar, *.zip u apyrumu,
HEKOTOpbIE NEpeatoT (BOPYIOT) MH(OPMALIMIO Ha CTOPOHHUE CepBepa.

Bupychl-miu@poBaJbIIUKH  He ONPedeJsIIOTC AHTHBUPYCHBIMH
NporpaMMaMHu B MOMEHT 3apa:kenusi APM.

4.4. Ilpu moaydyeHUM MUCbMa OT HEW3BECTHOrO ajpecara, HEOOXOJIUMO
CBSI3aTbCA C HCIIOJIHUTEJIEM M YTOYHHUTH MPOUCXOXACHUE (¢ailnioB. B ciyuae
HEBO3MOXKHOCTH YCTaHOBHUTb IPOMCXOXKJIEHHE MHCbMa, HEOOXOIUMO €ro
yAAJIUTh, HE COXPaHsS U HE 3aIlyCKasl MPUJIOKEHHbIE (aJIbl.

4.5. 3anpemaercss mepenaBatb WHGOPMAIMIO OTPAHHMYCHHOTO JOCTYTMa
yepe3 cerb MHTepHET (B TOM 4HMCIE MOCPEACTBOM AJIEKTPOHHOM MOYTHI) O€3
MCITIOJIb30BAHUS CPEICTB 3alIUThI HH(POpMAIUK.

4.6. 3anpemaercss OCYIIECTBIATh MAaCCOBBIE PACCBUIKH AJIEKTPOHHOMN

MoYThI HeclTykeOHoro xapaktepa (CITAMa).
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4.7. HeobxoammMo CBOEBPEMEHHO OUYHUIIATh CBOM MOYTOBBIN SIIUK.

5. HpaBmIa MOJb30BAHHUSA INOCYAAPCTBCHHBIMHA U MYHUIIUTIAJIbHBIMHA
I/IH(l)OpMa]_lI/IOHHbIMI/I CucreMmamMmmn

5.1. APM, wucnonb3dyemble miii pabOThl C TOCYIapCTBEHHBIMHU U
MYHUIIUNATBHBIME HH(pOpMalMoHHbIMU cucTtemMamu (panee — ['MC u MUC)
JOJKHBI COOTBETCTBOBATH TPEOOBAHMSIM, W3JI0KEHHBIM B JOKYMEHTAIlUU
cootBercTByromux [ MC u MUC.

5.2. llepen nawaiom pab6otel B 'MMC mu MUC mnonp3oBaTen JOJKHBI
O3HAKOMUTbCS C TMpaBujaMu padoTel B cooTBercTByromux [TMC u MUC

(MHCTPYKLIMSIMU TOJTE30BATEIISIM).

6. IIpaBusa padoThbl B aBTOMATU3MPOBAHHOM MH(OPMALTMOHHOM
CHCTeMe JOKYMEHT0000pOTA 1 /1eJIONPOU3BOACTBA B AIIMUHUCTPALIUN
I'yoepnaropa Camapckoii 06;1acTH, cekperapuare IlpaBurtesibcTBa
Camapckoii 00J1aCTH 1 OPpraHax MCIOJHUTENbHOI BiacTu Camapckoi
o0s1acTn

PaGota B  aBTOMaTM3uUpoBaHHOW  HWH(POPMAIMOHHOW  CHUCTEME
JIOKYMEHTO000poTa u jienonpousBojictea (nanee — AVUC JIJ1) AnMuHUCTpanuu
['ybepnaropa Camapckoii obnactu, cekperapuare [IpaBurensctBa Camapckoit
o0acTH ¥ OpraHax MCHOJHUTENbHOW Biactu Camapckoil — oOmactu
OCYUIECTBIISIETCS C MPUMEHEHUEM 3JIEKTPOHHOW MOJIUCH, B COOTBETCTBHH C
npuioxenueM Ne 1 «MHCTpyKuuu Mo AENONPOU3BOACTBY B AJIMUHHCTPALIMU
['y6epnaropa Camapckoii obmactu, cekperapuate [IpaBurensctBa Camapckoit
o0facTH W OpraHax HCHoJHUTENbHOM Biactu Camapckoil — obiactuy,
YTBEPXKJICHHONW  pacnopspbkeHnem  ['yOepnatopa  Camapckoir — oOmacTtu

0T 29.04.2013 Ne 234-p.
7. IlpaBuyIa aHTUBMPYCHOM 3alIIUThI

7.1. Ins obecrieyeHusi aHTUBUPYCHOM 3alIUTHI JOJDKHO HCIOJB30BaTHCS
cepTu(ULIPOBAHHOE JIMLEH3UOHHOE aHTUBUPYCHOE IIPOTrPaMMHOE

oOecrieueHue.



7.2. SIpnbIK aHTUBUPYCHOM NPOrpaMMbl, Kak IPaBUJIO, HAaXOJIWUTCS B
o0nacTd yBEIOMJICHHS WJIM Ha BKJIAQJKE «OTOOpaKaTh CKPBITBHIC 3HAYKID)
(HWOKHUH TIpaBBIN YTOJI DKpaHa).

7.3. Ilonp3oBaTenu npu paboTe ¢ BHEHNIHUMH HOCHUTEISIMH HMH(OpMAaLUU
00si3aHbl Tepe]] HavyajioM pPabOThl OCYIIECTBUTh MX MPOBEPKY Ha MpPEIMET
OTCYTCTBHUS KOMIIBIOTEPHBIX BUPYCOB.

7.4. OOHOBJIEHHE  AHTUBHPYCHOM  MpOrpaMMmbl, Kak  MPaBUIIO,
IPOU3BOJUTCS. aBTOMAaTHUECKU, B IPOTUBHOM Cllydae HEOOXOAMMO OOpaTUTHCS
K agmMuaucTpatopy JIBC.

7.5. llepuoanyeckoe TECTUPOBAHUE BCETO YCTaHOBJICHHOI'O
OpPOrpaMMHOr0  OOeclieyeHus] Ha  MOpeIMeT  KOMIBIOTEPHBIX  BUPYCOB
npou3BoaUTCs aBToMartnuecku. Ilomnyto mnpoBepky APM  HeoOxoammo
IIPOBOJUTH IIPU YCTAaHOBKE aHTUBUPYCHOM MPOTPAMMBI, B CIy4asX MOAO3PEHHUS
3apaX€HHUEM, IepuoIndecku 1 — 2 pa3a B roa.

7.6. B cinyyae oOHapyXeHUs MOJO3PUTEIBHBIX MPOrpaMM cpadaThIBaeT
aHTUBUPYC M HEOOXOAMMO NPEKpaTHTh Kakue-aubo nerictBus Ha APM u
oOpaTtuThcs k anmuuuctpatopy JIBC.

7.77.B cnyyae oOHapyXeHUs BUpYyCa, HE TOJJAIONIETOCS JICUCHHIO,
anmuauctparop JIBC, oTBeTCTBeHHBIM 3a oOecnedeHue O€30MacHOCTH
uH(pOpMaIuK, NPUHUMAET MEPbI IO BOCCTAHOBJIEHUIO PAO0OThI CUCTEMBI.

7.8. Bupychl-mMppoBaiblIUKM HE  ONPENEISIOTCS  aHTUBUPYCHBIMU
MporpaMMamMu B MOMEHT 3apakeHus APM.

7.9.B Tex cnydasx, koraa 3apaxenue BupycoM APM Bce-taku
MIPOU30IILII0, HEOOXOUMO:

- HEMEJIEHHO OTKJIIOYUTh KOMIIBIOTEp JJIi OCTAHOBKU JIEWCTBHIA
BPEIOHOCHON MporpamMMbl U HE BKJIIOYaTh KOMIBIOTEP € 3amin(pOBaHHBIMU
JAHHBIMH, T.K. BO BpEMsl BKJIIOUEHUU M MEPe3arpy30K MPOUCXOASIT U3MEHEHUS
(baiioBOI CUCTEMBI KOMITBIOTEPA;

- HE TMBITaThCS CaMOCTOSATEIBHO M3MEHSATHh PACIIMPEHUs 3apa’KEHHBIX

GdaiiyioB, a Takke yAalATh J0Oble ¢alael ¢ pabouero KOMIbIOTEpa H



AJIEKTPOHHBIE COOOIIICHHS,;

- 00paTUTBhCST K JOJDKHOCTHOMY JIMILy, OTBEYAIOIIEMy 3a YCTaHOBKY
aHTUBUPYCHBIX MPOrpaMM, obecrieueHne 0e30MacHOCTH MH(POpMAIMU B CBOEM
CTPYKTYPHOM MOAPA3/IEIICHNN;

- 00paTUTBCSI K TEXHMUYECKUM CHELHATUCTaM M0 HH(OPMalHMOHHBIM
TEXHOJIOTHIM, 00CITYKUBAIOIIKUM Baliry BEIYMCITUTENBHYIO TEXHUKY;

- 00paTUTHCS B CIy:K0y TEXHHUECKOHN MOJJCP KU yCTaHOBJICHHOHN y Bac
AHTUBUPYCHOW NPOrpaMMbl U COBMECTHO C HUMH IIOIBITATHCS BOCCTAHOBUTH
yTpayeHHYI0 UH(}OpMAIHIO.

[To wuHdpoOpmamuu  NpPOU3BOAWTENEH  AHTUBUPYCHBIX  IPOrpaMM
BO3MO)XHOCTb BOCCTAaHOBJIEHUSI MH(GOpMalMd — MHUHUMAajlbHA, T.K. Kaxaoe
BPEJOHOCHOE COOOIIEHHNE COACPKUT UHANBUIYAIbHBIN (haliiI-IIHPpOBATBLIUK.

HanomunaeM 0 HEOOXOIMMOCTH NPOBEACHUS PETYJSIPHON MpPOLEAYpHI
pPE3EpPBHOIO KOMMPOBAaHUS BCeW BaxkHOUW paboueil mHpopmanuu APM, T.K. 310
MO3BOJMUT OBICTPO BOCCTAaHOBUTH Bamm naHHbIE B clydyae UX MOBPEXKICHUS

(3apakenusn)!
8. IlapoJbHasi MOJIUTHKA

8.1. Unentuduxaiys u npoBepKka MOJIMHHOCTH MOJIH30BATENS TIPH BXO/I€
B APM, wuHpOpMAIIMOHHYIO CHUCTEMY MOXKET OCYIIECTBISATHCS IO MAPOJIIO
YCJIIOBHO-TIOCTOSIHHOTO JIEHCTBUS, C HCIOJIb30BAaHUWEM ammNapaTHBIX CPEJICTB
(TouchMemory u ap.), ¢ ucnonaszoBanuem Jl1.

8.2. [lomHas 1IaHoBas CME€HA MapoJIe MOJb30BAaTENEH  JIOJIKHA
MPOBOAUTHCA PETYIIAPHO (He pexe 1 paza B 3 mecsua).

8.3. BHemanoBasi cMeHa JIMYHOTO TIAPOJIsl WM YJAJICHUE YIETHOM 3amucu
M0JIB30BATEJNSI B CIy4yae MPEeKpallleHusl ero MOJHOMOYHM (YBOJIbHEHHE, IEPEXO]
Ha Jpyrylo paboTy W T.M.) MAODKHA TPOU3BOAMUTHCS HEMEIJIEHHO TOCIe
OKOHYAHHUSI MOCJIEAHET0 ceaHca padoThl JAHHOTO MOJIb30BATENS C CUCTEMOM.

8.4. B cimyuae xoMmrpomeTanuu (yTpaThl, pa3rialieHus, Kpaxu, B3JIOMa)

JIMYHOI'O MapoJIA I10JIb30BATC/Ib HOJDKCH HCMCIJICHHO HNPCANPHUHATL MCPBI 110
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CMEHE TIapoJsl.

8.5. XpaHeHHe  TOJB30BaTEIeM 3HAYEHUWH CBOMX  Mapoieil  Ha
MaTepUaJIbHOM HOCHUTEJE JIOMYCKAETCs TOJBKO B JIMYHOM, 3alMPAEMOM SIIUKE
(ceitde).

8.6. Ilpy BBOJE mapois TMOJI3OBATENIO HEOOXOJUMO HUCKIIIOUUTH
MIPOU3HECEHUE €T0 BCIIYX, BOBMOXKHOCThH €T0 MOJCMAaTPUBAHUS TTOCTOPOHHUMH
JUIAMHA W TEXHUYECKUMHU CPEICTBAMU (CTAIIMOHAPHBIMA W BCTPOCHHBIMHU B
MOOUIIbHBIE TEIEPOHBI BUICOKAMEPaMHU U T. I1.).

8.7. ITpaBuna popMupoBaHUs APOJIS:

8.7.1. Ilaponb AOMKEH COCTOSITH HE MEHEE YeM U3 BOCbMU CUMBOJIOB.

8.7.2. B mapoie IOKHBI MPUCYTCTBOBATH CUMBOJIBI TPEX KaTEropuil U3
YHuCIa CASAYIONHNX YEThIPEX:

- MPONUCHBIE OYKBHI aHTIIUKCKOTO andaBuTa oT A 10 Z;

- CTpOYHbIE OYKBBI aHTJIMIICKOTO ajipaBUTA OT a JI0 Z;

- mudpst (ot 0 10 9);

- CUMBOJIBI, HE€ TMpUHAIeKamue andaBUTHO-IUPPOBOMY  HAOOPY
(mampumep: !,$.#, %).

8.7.3. ITaponps HE MOXKET colepKaTh UMs yueTHoOU 3anucu [lonp3oBaTens
WM KaKyI0-JTH0O €ro 4acTh.

8.7.4. Ilapony HE MNOMKEH BKJIOYAaTh B C€€0sl JIETKO BBIYHUCIISIEMBIC
COYETaHUsI CUMBOJIOB, MpocThie maponu thuna «123», «111», «qwerty» u um
noo0HbIe, a Tak ke MO u gaTel POXKACHUS CBOM W CBOMX POJCTBEHHHKOB,
KJIMYKA JOMAITHUX >KUBOTHBIX, HOMEpa aBTOMOOWIIEH, TeIeOHOB U IpyrHe
MapoJii, KOTOpbIe MOTYT OBITh MOM00paHbl, OCHOBBIBASICh HAa HH(POPMAIMH O
MOJIb30BATENE.

8.7.5. He wucnonb3oBaTh B KAaueCcTBE MapoJisi OJWUH U TOT KE
TTOBTOPSFOIIMICS CHMBOJI JTUOO MOBTOPSIOIIYIOCS KOMOMHAITUIO U3 HECKOIBKUX
CHUMBOJIOB (HaNpUMep, «aaaaaaaa).

8.7.6. He ucnonp3oBaTh B KadecTBe Mapojisi KOMOWHAIMIO CHUMBOJIOB,

HaOWpaeMbIX B 3aKOHOMEPHOM TOpsIIKe Ha KiaBuarype (Hampumep, 1234567 u
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T.IL.).

8.7.7. He ucnonb30BaTh paHee UCIOJIb30BAHHBIE TAPOJIH.

8.7.8.Ilpu cmeHe mapoijii HOBOE 3HAYEHHUE JIOJDKHO OTJIMYAThCS OT
NPEAbIAYIIEro HE MEHEE YeM B 4 MO3HULIMSIX.

8.7.9. Bo Bpems BBOAA Maposisi HEOOXOAUMO yOEIUThCs, YTO KJIaBUATypa
HaXOJUTCS BHE MOJIS 3pEHUSI NIOCTOPOHHUX JIML, a TAK)KE TEXHUYECKUX CPEICTB
(Bumeokamep, poroanmapaTos).

8.7.10. He wucmosib30oBaTh OAMH Tapojb B Pa3HBIX HHPOPMAIMOHHBIX

pecypcax.

9. OTBercTBeHHOCTH Iloab30BaTenst

[Tosp30BaTENM HECYT NEPCOHAIBHYIO OTBETCTBEHHOCTD 3@ CBOU JIEUCTBUS
B IEpPHOJ  OCYIIECTBICHHS  HMHMOPMALMOHHOIO  B3aUMOJCHCTBUSA  C
Hcrojib3oBanueM APM;

3a Hapymenue Hactosimero CBoaa MpaBwil, OBJIEKIIEE HEMPABOMEPHOE
YHUUTOXEHHUE, OJJOKUPOBaHUE, MOAU(PUKALIMIO JINOO KOMMUPOBAHUE OXPAHIEMOM
3aKOHOM uHpOopMaIuH, HapyLIeHue paboThI roCyapCTBEHHBIX
MH(OPMAIMOHHBIX CHUCTEM U pecypcoB, APM mosb3oBaTenss MOXKET ObITh
otkiitoueH ot JIBC 10 BbIsICHEHHSI 00CTOSTENBCTB HAPYLICHUS.

Hapymenue tpebGoBanmii 3akoHOmaTenbcTBa Poccuiickoint deneparuu
00 nndopmanuu, UHPOPMAIIMOHHBIX TEXHOJIOTHUSAX W O 3amuTe UHPOpMAIUU
BJICYET 3a co0oif JUCUUIUITMHAPHYIO, I'pa’KJaHCKO-IIPAaBOBYIO,
aIMUHUCTPATUBHYIO WJIA YTOJOBHYIO OTBETCTBEHHOCTb B COOTBETCTBUHU

C 3aKOHOJaTeNnbCTBOM Poccuiickont denepannu.



